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It’s a 
Generative AI 
World!
Create a photo of a a 
presentation taking place in the 
Westin Calgary. The presentation 
is on generative AI and cyber 
security. The rooms in these 
images are illuminated in green 
tones, it's a seated audience with 
the presentation screen up front 
and a window showing views of 
downtown Calgary.
The CTO presenting is at the 
front..

May 16 2024

Can you make it look less like a depressing dystopian Sci-Fi movie?
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Lets ask AI a question…

a) Improve existing techniques
b) New and novel ones
c) Do Both equally
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The Pointy End is 
Getting Pointier

There are now at least six 
different generative AI tools 
available to rent or 
purchase on the dark web, 
including FraudGPT, 
EvilGPT, DarkBard, WolfGPT, 
XXXGPT and WormGPT



© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

The Pointy End is Getting Pointier



© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

The Pointy End is Getting Pointier



© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

How many products or services are available to potential cyber 
criminals on the dark web to help them conduct attacks?

Cyber criminals no longer have to be that smart

a) 1000
b) 40,000
c) 10,000
d) 500
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What AI says about defense form AI driven cyber

What are your top recommendations for cyber defense given the use of generative AI by cyber 
criminals?

1.Enhance Detection and Response
2.Continuous Security Training and Awareness
3.Invest in AI-Powered Security Tools
4.Robust Authentication Mechanisms
5.Data Encryption and Protection
6.Proactive Vulnerability Management
7.Secure Development Practices
8.Collaboration and Information Sharing
9.Limit Privilege Access
10.Legal and Regulatory Compliance
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Compounding Failures in the Cyber “Kill Chain”
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Threat Actors Agree

Minimum Hardware / 
Software Standards, 

Patching / Versioning, 
Tool Configuration

Privileged Access 
Management, Simple 

Passwords, Multi-Factor 
Authentication, Anti-

Tampering

Asset Management, Tool 
Configuration

First part of our agreement. Security report and advice.

Security issues:

Security solutions like Cybereason, Qualys, Windef is not good enough
No SIEM software properly configured and monitored. I know you have Splunk, but I 
guess nobody monitor it.
Many outdated OS in the network like Windows 7, Server 2008

You have to install EDR security solution at every workstation and server. Properly 
configure it.
Install SIEM solution and constantly monitor it.

We recommend using complex security solutions from top vendors like Palo Alto, 
FireEye(Trellix) including hardware appliance.

Simple passwords for admin/service accounts
Admin’s computers accessible from any machine
Thycotic password manager server is not protected enough
Please notice, any secure password manager, even LastPass enterprise, may be 
compromised if we would get access to that workstation.

One of your VDI workstation was infected via phishing, while user visited malicious 
website.
We tried to guess password for all admin users in the network. And we found admin 
user with password "Password123" that have access to many servers.
And then it was simple to get Domain Admin access.

We have downloaded database and web server files from Thycotic web/database 
servers.
Locally we have made full dump of passwords from Thycotic database.



© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Data 
Protection 
Trends 
2024
https://vee.am/DPR24

1,200 unbiased IT leaders and implementers across 10 countries 
throughout EMEA, APJ, and the Americas – each leading the 
data protection strategies for their enterprise organization.

1,000-2,499 employees
31%

2,500-4,999 employees
32%

5,000-19,999 employees
19%

20,000 or more employees
18%

n=1,200

Some data represents 13,300 organizations from 2020 through 2024
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58% of servers met their SLAs during DR tests

1% 0% 1%

5%

16% 15%

10%

23% 22%

4%
3%

We have not

run a large-

scale recovery

test within the

last year

10% or less

recovered

within

expectations

11-20% 21-30% 31-40% 41-50% 51-60% 61-70% 71-80% 81-90% More than 90%

recovered

within

expectations

Thinking about a recent test of a large-scale server recovery (e.g., disaster/cyber 
recovery) within the last year, approximately what percentage of your servers

 resumed within your established expectations?

Imagine

2 of 5
servers not recovering 
when you need them

Only

32%
of orgs can recover a

 50-server ‘site’ 
within a business week
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‘‘Modern’ = cyber-integrated and hybrid-flexible

16%

13%

11%

11%

11%

10%

10%

10%

7%

Integrate data protection with cybersecurity tools

Move workloads from one cloud to another (e.g. Amazon to Azure)

Standardize protection of on-premises and IaaS/SaaS policies

Embed/automate “backup/recovery tasks” within SysMgmt/APIs

Utilize production data for secondary purposes (testing/reporting)

Move workloads from on-premises to cloud

Automate recovery workflows and orchestration

Reduce costs via services or alternative consumption-models

Do disaster recovery to a cloud host

Which would you consider to be the most important aspect of a “modern” or “innovative” 
data protection solution for your organization? (n=1,200)#1

must be
cyber-integrated

41%
need ‘mobility’ 
across clouds

20%
want manageability
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Cyber & backup teams aren’t aligned

Source: Ransomware Trends Report 2024
https://vee.am/RW23

A complete overhaul is 

required

17%

Significant improvement is 

required

43%

Some improvement is 

required

31%

Little improvement is required

7%

No improvement is required

2%

How much improvement do you believe is required in order 
for your organization’s IT backup team(s) and your 

cybersecurity team(s) to be fully aligned?

15% 16% 17% 22%

36%
43%

53%
40%

38%
33%

20%
29%

9% 5% 8% 8%

2% 3% 1% 2%

CISO SecOps/ SecPro Backup admin IT operations
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NIST SP800-61 Rev 2

Incident Response Framework

Identify assets

Identify threats/ 
vulnerabilities

Develop Incident 
Response 

Procedures

Incident Response 
Training

Testing Incident 
Response

Post incident 
activity

Detection and 
analysisPreparation Recovery

Containment 
and Eradication

Monitor for 
suspicious activity

Investigating 
incidents

Vulnerability 
assessments

Isolating affected 
systems and 

networks

Removing the 
threat from 

affected systems

Restoring systems 
and data to a 

known clean and 
good state

Analyzing the 
incident

Identifying lessons 
learned

Improving incident 
preparedness and 

response 
procedures
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Recovery Path considerations

Restore from Backup

• Do we have viable backups (Y/N)?
• What is the time to recover?
• What is the cost to recover?

Rebuild the Data

• Do we have the capability to rebuild (Y/N)?
• What is the time to rebuild?
• What is the cost to rebuild?
• What additional risk(s) of loss exist?

Accept Data Loss

• Can we accept the loss/impact (Y/N)?
• What is the cost associated with data loss?
• What additional audit or compliance risk(s) 

do we incur?

Acquire Decryption Key

• What is the cost to acquire the key(s)?
• How much data will we recover?
• What is the time to decrypt?
• Are there additional risk(s) of settlement?
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Which of the following can help teams come together to solve resilience 
and incident response challenges?

Cybersecurity is a team sport

a) Integrating Alerts bi-directionally between security tools and backup
b) Cross functional training on security awareness
c) Penetration testing and red teaming
d) Incident Response tabletop exercises



© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Challenges of Response and Recovery

• Speed of response

• Accuracy of response plans

• IT and security tools immobilized

• Incomplete inventories

• Islands of understanding

• Individuals and teams overwhelmed

• State and frequency of backups

• External demands

• Managing communications
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Best Practices

• Containment and Eradication should be the priority and a 
necessary precursor to Recovery, to prevent a threat actor 
from disrupting recovery or re-encrypting your systems.

• Isolate and secure your backups early.  Threat Actors will be 
looking to encrypt, delete, or otherwise compromise them.  
Backups are your fastest means to recovery. 

• Ensure necessary coordination to manage all the workstreams 
in step, including authorization and clearance to start recovery 
efforts, and test this coordination and the necessary scale.

• Confirm a prioritized list of applications is clearly documented, 
based on business impact assessment. Store an offline copy in 
the event the online version is inaccessible.

• Review your process for backup verification, including security 
and integrity checks, prior to restoration into the production 
environment to minimize risk of restoring threat actor 
persistence or reinfection.
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#1 
Global Market 

Share

#1 
Microsoft 365 

20M+ users 
protected

450K+ 
Customers

75
NPS 

#1 
Kubernetes

15 EB 
data protected

 2+ EB in the 
cloud

82% 
Fortune 500

73% 
Global 2000

$1B+ 
ARR 
2019, 2020, 
2021, 2022 and 
2023

1M+
Active VBR 
Servers 
deployed

180+ Countries with 
VDP deployed

Veeam’s momentum…

*IDC declares a statistical tie in the worldwide software market when there is a difference of 0.5 percentage-point or less in rounded 
revenue market share among two or more vendors.
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Ransomware Incident Response and Recovery

Coveware by Veeam

- Documentation & 
Attestation
- Compliance Checks
- 100% Transparency

Settlement

- Secure Negotiations
- Transparency
- Risk & Outcome Analysis

Deduplication Appliance

NegotiationAssessment

- Understand Customer 
Impact
- Identify Ransomware
- Identify Threat Actor

- Decryption Tools
- Post Incident 
Documentation
- Insurance Documentation

End 
Downtime

Deduplication Appliance

Cyber Incident Data 
Feed- Confirmed Incidents

- Threat Actor Groups
- Victim Demographics

- Incident Details
- Threat Actor Actions
- Asset Details
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Dive into Veeam’s technology solutions with an immersive, guided hands-on lab experience.

Veeam Hands-on Labs

https://go.veeam.com
/hands-on-lab-experience

https://go.veeam.com/


Follow us! Join the community hub:
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DPR InsightsThank You
StrategicResearch@veeam.com
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